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Related Attack Surface Rules

36 Active Alerts

This chart reflects your organizations total Active Alerts
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Insecure Microsoft Exchange Server

— Currently Active Alerts  — Closed Alerts

[E] Status of Related Alerts [ Active Incidents by Business Unit [El Active Incidents by Assignee

New 23] Saudi Government Evé Stable Unassigned [
Resolved - No Longer Observed EV2 Stable Branché Mustang UAT 115002.. a—
Under Investigation 2 I
Threat Summary Exploit Consequences
On March 2, 2021, Microsoft released a security advisory stating the Chinese-backed APT group known as « Data Exfiltration
HAFNIUM had utilized four O-day exploits to breach tens of thousands of organizations in the United States,
United Kingdom, European Banking authority, Norwegian Parliament, Chile's Commission for the Financial Addiional Soiircas
Market, and more. CVE-2021-26855, CVE-2021-26858, and CVE-2021-26865 exploited a server-side
request forgery vulnerability, while CVE-2021-26857 was caused by an insecure deserialization vulnerability. Microsoft Security Advisory &
After gaining access, the attackers exfiltrated data and dropped reverse shells for persistent access.
Related CVEs
Remediation and Mitigation Suggestions
In the wake of the HAFNIUM hack, Microsoft released guidance for companies to protect their networks. cveiD SE¥ERITY. i
1. Determine if your organization has been affected by the breach. For CVE-2021-26855, CVE-2021-26858, CVE-2021-26855 G CWE-918 (3
and CVE-2021-26865, this can be done by scanning Exchange log files for indicators of compromise
Specific indicators were made publicly available in the Microsoft security advisory. For CVE-2021-26857, CVE-2021-26857 (2 CWE-502 (3
the Windows Application Log should be checked.
2. Determine if the Microsoft Exchange server must be accessible on the public-facing internet. If so, CVE-2021-26858 Not Applicable
upgrade Exchange servers to the latest secure version, and consider limiting access using an Access
Control List (ACL). CVE-2021-26865 (2 | 78Hen | Not Applicable

3. Prevent future attacks by utilizing an XDR solution to check for specific web shell hashes, and suspicious
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Affected Software
] Incidents with Active Alerts VENDOR ——— VERBIBHE
i INCIDENT BUSINESS uNIT 2016
Microsoft Exchange Server 2013
2361 ‘Insecure Microsoft Exchange Server (15.2.858.15) at 94.7. Saudi Government Evé Stable 2019
2010
‘Insecure Microsoft Exchange Server (15.0.1497.48) at 86...  Saudi Government Evé Stable

‘Insecure Microsoft Exchange Server (15.0.1497)at 84.23..  Saudi Government Evé Stable 1607
4189 ‘Insecure Microsoft Exchange Server (6.5.7638.1) at 78.93. EV2 Stable Branché Mustang UAT 11500213.. ;553
Microsoft Windows 10 1809
1909
2004
20h2
- 1909
Microsoft Windows Server 2016 =%
20hn2

Microsoft Windows Server 2019
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